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What is homomorphic encryption?

Data: x

Encrypted 
Data: enc(x)

Transformed 
Data: f(x)

Encrypted 
Transformed 

Data: enc(f(x))

Encrypt Decrypt

Homomorphic
transformation

Transformation
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History of Homomorphic Encryption
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What is post-quantum cryptography?

Source 10
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History of Post-Quantum Cryptography

07.1985

Idea of 
“universal 
quantum 
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Quantum 
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of Shor's  
factoring 
algorithm
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System
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12.2016
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Quantum 

Cryptographic 
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07.2022
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NIST: 
Anounces 

first 4 winners

CRYSTALS 
- Kyber

NIST: 
publishes 

specifications
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What is LWE, R-LWE and M-LWE

LWE

 → Learning With Errors
 → Mathematical Framework for encryption schemes
 → Based on Multidimensional Lattices
 → Security depends on dimension n

R-LWE
 → uses Polynomials instead of Matrices/vectors
 → Security depends in polynomial rank d

M-LWE
 → Uses Multidimensional Polynomials
 → Security depends on dimension n AND rank d
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What is LWE, R-LWE and M-LWE

LWE R-LWE
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What is LWE, R-LWE and M-LWE

M-LWE



Hochschule Wismar | Fakultät für Ingenieurwissenschaften29.10.2024 9

Where are we today?

LWE and R-LWE based FHE

New encryption Standard based on M-LWE

Alot of cheap computing power (AI Hype)

Active research on hardware acceleration of M-LWE

An ongoing shift into cloud environments

Why is there no M-LWE based 
homomorphic encryption?
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R-LWE vs M-LWE?
R-LWE M-LWE

Dimension One big Polynomial Multiple smaller Polynomials

Size Cost Better, except Ciphertext Worse, except Ciphertext

Time Cost Faster, except decrypt Slightly slower, except decrypt

Calculation Depth Equal

Size Cost in KB

Time Cost

Calculation Depth
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Word Size

Word Size
 → natural unit of data, e.g 32 or 64 bit
 → reflects CPU structure, e.g. registers, memory lanes

HE & Word 
Size

 → one ciphertext represent one data point
 → polynomial rank d equals word size: 

R-LWE 512 bit
M-LWE 256 bit

 →  Each Data Point needs padding:
        Plaintext padded to Ciphertext space
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Improving Ciphertext Size

Ciphertext 
growth

 →R-LWE: 64 TO 1920 bit: 30x
 →M-LWE: 64 TO 1660 bit:  ~26x

HE & 
Ciphertext

 → every data point needs to be transformed into 
ciphertext
 → by decreasing the growth rate, a lot of storage 
can be saved
 → the other Keys size is less important

M-LWE 
Improvement

 → Space depended on polynomial rank d
 → M-LWE can decrease d by increasing n
 → Ciphertext size can be decreased
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Improving Performance

Existing 
Optimization

 →hardware near languages
 →improved Algorithms
 →Vectorization & Parallel Computing (GPUs)

Active 
Research

 →for improving CRYSTALS-Kyber 
 →for improving Matrix calculation (AI)
 →Ongoing FHE improvements
 

M-LWE
 → Already near R-LWE
 → A lot of options for improving performance
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Future of M-LWE based HE

Just begun
→ very few concepts of M-LWE in FHE
→ not older than a year

A lot to 
research

 →Many open questions
 →Improvements need to be tested with more 
research 
 

Big Impact
 → FHE is next big think since a decade
 → If practical feasible, big impact on cloud 
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Thanks for listening :)
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